O6yuarowmmcs

C KaxablM roaoM MonoAexu B MHTEPHETE CTAHOBUTbCA 6OJ'II:LIJe, a WKO/MIbHUKN OAHU W3 CaMbIX aKTUBHbIX
nosb3oBaTenemn PyHeTa. Me)K,uy TEM, MOMUMO OrpoOMHOIN0 KoJsinyecTea BOSMO)KHOCTeVI, MHTEPHET HECET U I'Ip06J'IeMbI.
OTK NaMATKM AO/MKHA NoMo4yb Tebe 6e30nacHO HaXxoaUTbCS B CETU.

Komn blOTEpPHbI€ BUPYCbI

KOMI'IbiOTeprII;I BUPpyC — 3TO pPa3HOBMAHOCTb KOMMNbHOTEPHbLIX MporpamMm, OT/INYNTESIBHON OCOBEHHOCTBIO KOTODOVI
ABNAETCS CNOCOBHOCTb K Pa3MHOXEHUIO. B pononHeHne K 3TOMY, BMUPYCbl MOryT noBpeauvTb WM NOJIHOCTbIO
YHUYTOXUNTb BCeE d)aﬁlﬂbl M AaHHble, NOAKOHTPOJ/IbHbIE MNOJb30BaATEND, OT MMEHU KOTOPOro 6bina 3anyuleHa
3apa)KéHHaﬂ nporpamMMma, a TakKXXe noBpeanTb UNN AaXe YHUUTOXWUTb onepaunoHHYK CUCTEMY CO BCEMU CbaVIJ'IaMVI B
uesnoMm. B 6onbwunHcTBe Cny4yaeB pacnpoCTpaHAKTCA BUPYCbl YEPE3 UHTEPHET.

MeToAabl 3aWNTbl OT BPp€AOHOCHbIX nporpamm:

1. Wcnonb3yih coBpeMeHHble oOnepaunoHHble CUCTEMbl, MWMelLWMne CepbE3HbIA YpPOBEHb 3alnUTbl  OT
BPEAOHOCHbIX MpOrpaMM;

2. [ocTosHHO ycTaHaBnvMBan nayTh (UndpoBbie 3anaaTkyM, KOTOpble aBTOMAaTMYECKM YCTaHaBIMBAKTCS C
Lenbio AopabTku nporpaMmmbl) U Apyrne obHOBJIEHUS CBOEN onepauuoHHONM cucteMbl. CkaumMBam MX TOJIBKO
Cc oduumanbHoro camta paspabotumka OC. Ecnu cyulectByeT pexXuM aBTOMATUYeCKOro O6HOBMEHMS,
BKJHOUU €rO;

3. Pabotai Ha cBOeM KOMMbiTepe Moh NpaBaMu MNofnb3oBaTeNs, a He agMUHUCTpaTopa. DTO He MO3BOAUT
60NbLWMHCTBY BPEAOHOCHbLIX MPOrpaMM MHCTaNIMPOBaTbLCS Ha TBOEM MepCOHaNibHOM KOMMbOTEpE;

4. Wcnonb3yh aHTUBUPYCHble MPOrpaMMHbie MPOAYKTbl M3BECTHbIX MNPOM3BOAMTENIEN, C aBTOMATUYECKUM
obHoBNEeHneM 6as;

5. OrpaHuyb pU3MYeckuin 4OCTYN K KOMMbKOTEPY AN MOCTOPOHHUX NNLL;

6. Wcnonb3yii BHeWwHMe HocUTeNU MHMOPMaUUK, Takue kak drewka, AUCK UM dhain U3 MHTEpHeTa, TOJSIbKO
13 NpodepeHHbIX NCTOYHUNKOB;

7. He oTKpblBal KOMMblOTEPHble hannbl, MOJyYeHHble W3 HeHaAéXHbIX MCTOYHWKOB. [axe Te dalinbl,
KOTOpble Npucnan TBOK 3HAKOMbIN. Jlyyllue yTOYHM Y Hero, oTnpasnsna an oH Tebe mx.

Cetn WI-FI

Wi-Fi — 3To He BMA nepepayn [AaHHbIX, HE TEexXHosorus, a Bcero nuwb 6peHa, Mapka. Ewe B 1991 roay
HuAepnaHAckas KoMMnaHus 3apeructpupoBana 6peHa <«WECA», uto o6o3Hayano crnoBocoyeTaHne «Wireless
Fidelity», koTopbli nepeBoAUTCS Kak «b6ecnpoBoAHas TOYHOCTb». [lO Hawero BpeMeHM Jowna appyras
abbpeBunaTypa, KoTopasi SBASieTCA TaKoM Xe TexHosornei. 310 abbpesmatypa «Wi-Fi». Takoe Ha3BaHue 6bl10 faHO
C HaMeKOM Ha CTaHAapT BbICLIMIA 3BYKOBOW TexHWkM Hi-Fi, 4yTo B mepeBoae o3HayaeT «BblcOKasi TOYHOCTb». [a,
b6ecnnaTHbIN WHTEpPHeT-AOCTyn B Kade, oTensx M aspornopTax SBASETCS OT/JMYHOW BO3MOXHOCTbI BbixoAa B
WHTepHeT. Ho MHOorne akcnepTbl cCYMTalT, 4YTOo obwenoctynHble Wi-Fi ceTn He aBnstoTcs 6e30nacHbIMU.

1. CoseTbl No 6e3onacHocTN paboTe B 06wenocTynHbix ceTax Wi-fi:

2. He nepepaBaii cBOW NIMUHYO MHGOpMaumo Yepes obuenoctynHble Wi-Fi ceTn. PaboTas B HUX, XenaTefbHO
He BBOAMTb Maposv A0CTyna, IOFMHbI N Kakue-To HoMepa;

3. Wcnonb3yin n o6HOBNSIN aHTUBUPYCHblE NMporpaMmMbl U 6paHaMayep. TeM cambiM Tbl 0o6e3onacuib cebs oT
3aKaykun BMpyca Ha TBOE YCTPOMNCTBO;

4. Tpwu ncnonbzoBaHun Wi-Fi oTkaoum dyHkuMo «O6wmii goctyn K ¢dainnam n npuHtepam». JaHHas dyHKUUS
3aKpblTa NO YMOMYaHWUIO, OAHAKO HEKOTOpble MOJib30BaTeIM aKTUBUPYLOT €€ Ans yaobCcTBa MCNoib30BaHUSA
B paboTe unm yuebe;

5. He ucnonb3yit nybnmunbiii WI-FI gns nepeaadn NUYHbIX AaHHbIX, HanpuMmep ANAS BbiXoda B couMalibHble
CeTn NN B 3NEKTPOHHYIO MOYTY;

6. Wcnonb3yii TONbKO 3alUMlIEHHOE coeanHeHne yepes HTTPS, a He HTTP, T.e. npu Habope Beb6-aapeca BBoAM
MMeHHO «https://»;

7. B MobunbHoM TenedoHe oTkauM dyHkumo «MogknioveHne k Wi-Fi aBToOMaTtnuecku». He ponyckan
aBTOMaTM4YeCKOoro NoAkn4YeHmsa yctponcrtea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CoumanbHble CETM aKTUBHO BXOAAT B Hally >XW3Hb, MHOrMe ntoan paboTaloT M XUBYT TaM NMOCTOSHHO, a B Facebook
yXe 3apernctpupoBaH Mwuannapa 4YenoBeK, 4YTO SBASETCS OAHOW CceAbMOW BCEX >XUTenen nnaHetbl. MHorue
nonb3oBaTeNIN HE MOHMMAIOT, YTO MHQOpPMaLMs, pasMelleHHasl UMW B COUMalbHbIX CeTSX, MOXeT 6biTb HalaeHa u
Mcnonb3oBaHa KeM yroAHo, B TOM ynucie He obs3aTesnlbHo ¢ 61arMMm HaMepeHUsiMu.

OcHoBHble coBeTbl MO 6€30MacHOCTN B COLMarnbHbIX CETAX:

1. OrpaHuyb cnmncok apy3sen. Y Tebs B ApYy3bsAX He AOMKHO 6bITb CNyyarHbIX U HE3HAKOMBbIX NIIOAEN;



2. 3awmwan CBOK YACTHYI XU3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, AaTy TBOEro POXAEHUS W
OPYTYO IMYHY0 MHPOPMaLMIO. 310yMbILIEHHUKM MOFYT UCMOJ/Ib30BaTh AaXe MH(POPMaLUIO O TOM, KaK Tbl U
TBOW poAMTENN NNaHMpyeTe NPOBECTU KaHUKY/bI;

3. 3awmwan ceOK penyTaumio — AepXu ee B YMCTOoTe U 3aaaBan cebe sonpoc: xoTen 6bl Tbl, 4TOObLI Apyrue
nosb30BaTeNn BWUAENW, YTO Thbl 3arpyxaews? [oayman, npexae 4eM 4yTo-TO onyb6nMKoOBaTb, Hanucatb U
3arpysuTb;

4. Ecnu Tbl rOBOpULb C JIOABMU, KOTOPbIX HE 3Haellb, He WUCMNOJb3Yl CBOE peasibHOoe MMS U APYTrYI JINYHYHO
MHpOpMaLMN: NMS, MECTO XNTENbCTBA, MecTo yyebbl 1 npoyee;

5. W3beran pasmeweHus doTtorpacduii B UHTepHeTe, rae Tbl M3obpaxeH Ha MEeCTHOCTU, MO KOTOPOM MOXHO
onpeaennTb TBOE MECTOMOJIOXKEHMNE;

6. [pw pernctpauuun B coumanbHON CETU HeOH6XOAMMO UCMOb30BaTb C/I0XHbIE Maponan, cocrtoswme u3s 6yks u
uMdp M C KONMYECTBOM 3HAKOB He MeHee 8;

7. [na coumanbHOM CeTW, NOYTbl U APYrMxX CanWToB HeobX0AMMO MCMOMb30BaTb pasHble naposnu. Toraa ecnmu
Tebsa B3/10MAtOT, TO 3/I0YMbILWEHHUKW NOAYyYaT AOCTYN TObKO K OAHOMY MECTy, a He BO BCe cpas3y.

3J'IeKTp0HHbIe A€HbIrn

DNIeKTPOHHbIE AEHBIMM — 3TO O4YeHb YAO6HbIN CNoco6 nnaTexein, 04HaAKO CYLUECTBYIOT MOLUEHHUKWN, KOTOpble XOTAT
NoNyuYnTb 3TWU AEHbrMU. DNEKTPOHHbIE AEHbrM MOSIBUNIUCL COBCEM HEAABHO W MMEHHO WM3-3@ 3TOr0 BO MHOMMUX
rocyaapcrteax A0 CUX MOP HE MPOMUCaAHO MPO HMX B 3aKoHax. B Poccum xe OHU YHKUMOHUPYIOT U O HUX YyXe
NponuncaHo B 3aKOHE, FAe UX pasfensiioT Ha HECKOSIbKO BUAOB — aHOHMMHbIE U HE @aHOHUMHbIE. PasHuLUa B TOM, 4YTO
QHOHWMHbIE — 3TO Te, B KOTOPbIX paspellaeTcs MpoBOAMTL onepaumm 6e3 naeHTUdUKauuMmu nosb3oBaTens, a B
HEAaHOHUMHbIX MAEHTUdMUKALUK MONb30BaTeNsa sABAseTcs 06sa3aTeNbHOW. TakXe cnefyeT pasfnnyaTbh 3MEKTPOHHbIE
dvaTHble AeHbrM (paBHbl rOCYAapCTBEHHbLIM BanloTaM) W  3/EKTPOHHble HedwuaTHble AeHbrn (He paBHbI
rocyAapCTBEHHbIM BanoTaMm).

OcHoBHble coBeTbl Mo 6e3onacHon paboTe C 3NEKTPOHHbIMU AeHbramMu:

1. MpuBsxun K cyeTy MOBUNbHbLIN TenedoH. ITo cambli YAOOHbLIN M BbICTPbIN CNOCO6 BOCCTaHOBUTL AOCTYN K
cueTty. MpuBs3aHHbIM TenedboH NOMOXET, ecnu 3abyaellb CBOW NAATEXHbIN Napofib WK 3alifiellb Ha CanT C
HEe3HaKoMOro yCTpOMCTBa;

2. Wcnonb3yih oaHopasosble naponu. [locne nepexoja Ha yCUNeHHyl asTopu3aumio Tebe yxe He 6yaer
yrpoxaTb OMacHOCTb KpaXwu Man nepexsaTa naaTeXxXHoro napons;

3. Bbibepu cnoxHbI naponb. MNpectynHukam 6yAeT He NpocTo yrajaTb CAOXHbIV Naposb. HagexHble naponu
— 3TO Naponu, KoTopble coaep>kaT He MeHee 8 3HaKOB W BK/OYaT B cebs CTPOYHble U NMPONUCHblE BYKBbI,
undpbl M HECKOSIbKO CUMMBOMOB, TakuMe KaK 3HaK Jonnapa, @yHTa, BOCKAMUATEsNbHbIA 3HaK W T.Mm.
Hanpumep, StRONg!;;

4. He BBOAM CBOM INYHbIE AaHHblE Ha CaliTaX, KOTOPbIM He AOBepseLlb.

SsIeKTPOHHaA noyrta

DNIEeKTPOHHasi noyta — 3TO TEXHONOrUS U NPEeAOoCTaB/IIEMbIE €0 YC/YTM MO MEPECHUIKE U MOMYUYEHUIO SNEKTPOHHbIX
CcoobLLeHNIA, KOTOpble pacnpeaenstoTcs B KOMMNbIOTEPHON ceTu. OB6bIYHO 3/IEKTPOHHbIA MOYTOBbLIN AWK BbIFASAUT
crneayowmnM o6pasoM: MMSA_Mnosib3oBaTens@uMs_aoMeHa. Takxke KpoMe mnepeaayu MnpocToro TekcTa, uMmeeTcs
BO3MOXHOCTb nepeaasaTtb alibl.

OcHoBHble coBeTbl Mo 6e3onacHon paboTe C 3/1IeKTPOHHOW MOYTON:

1. Hapgo BbI6paTb NpaBubHbLIA NOYTOBLIN CepBUC. B MHTEpHETE eCTb OrpoOMHbIN BbI6Op 6ecniaTHbIX MOYTOBbIX
CEepBUCOB, OA4HAKO Jlyylwe [0BepsiTb TEM, KOro 3HaelWb M KTO MNepBbin B penTuHre; 2. He ykasbiBalh B
JINYHOM nNo4YTe JNMYHYKD MWHPopMaumio. Hanpumep, nAydwe BblbpaTb <«My3blKanbHbIA_(paHaT@>» waun
«pok2013» BMecTO «TemMal3d»;

2. Wcnonb3yn AByX3aTanHyl aBTOPM3auMo. DTO KOraa noMMMO MNaposist HYXXHO BBOAUTb KOA, NpUCbiIaeMbli No
SMS; 4. Bblbepu CMOXHbIA Naposb. ONs KaXAoro Mo4YTOBOro sWMKa AO/HKEH OblTb CBOM HaAEXHbIN,
YCTOMUMBBIM K B370MY napofb; 5. Ecin ecTb BO3MOXHOCTb HamnumcaTb CaMOMy CBOW JIMYHbIA BOMPOC,
MCNONb3yi 3Ty BO3MOXHOCTb;

3. Wcnonb3yn HECKOSIbKO MOYTOBbLIX SAWMKOB. [epBblfi AN YaCTHOW MNepenuckyu C aagpecaTaMu, KOTOPbIM Tbl
noBepsielwb. DTO 3/1IEKTPOHHbIN agpec He Hago UCMOoNb30BaTb MpU perucTpaunmn Ha gopyMax m camnTtax; 7.
He oTkpbiBali dannbl U Apyrne BAOXKEHUS B MUCbMax Aa)e e€CNM OHW MpUWAM OT TBOMX Apy3en. Jlyyuwe
YTOUYHW Y HUX, OTNPABASAAM NN OHWN Tebe 3T dhalnbl;

4. Tlocne okoH4YaHWsA paboTbl Ha NMOYTOBOM CEpBMCE Mepes 3aKpblTMEM BKNAAKM C CAaMTOM He 3abyab HaxaTb
Ha «BbInTu>».

Kn6ep6ynnuHr nnm BuptyasibHOe u3faeBatesibCTBO

KubepbynnmHr — npecnenoBaHue  cooblleHusamu, coaepxawumm  ockopbneHus, arpeccuio, 3anyrmpaHue;
XYNMraHCTBO; coumnanbHoe 60KOTUPOBaHWE C MOMOLLBIO Pas3/IMYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl Mo 6opbbe ¢ knbepbynanHrom:



1. He 6pocatica B 6oi. Jlyywnit cnocob: nocoBeToBaTbCs Kak cebs BECTU U, eCNM HeT TOro, K KOMy MOXHO

obpatuTbCs, TO BHa4dane ycnokouTbcs. Ecim Tbl HauyHewb OTBeYaTb OCKOPOIEHUAMU Ha OocKopbneHus, To

TONbKO elle 6onblue pasoxxelwb KOHDINKT;

Ynpasnsai ceBoen knbeppenyTtauunen;

AHOHMMHOCTb B CeTU MHMMas. CyLeCcTBYIOT CNOCO6bl BbISCHUTb, KTO CTOUT 3@ @HOHMMHbIM aKKayHTOM;

He crtouT Bectn xynuraHckuii obpas BUPTyanbHOW XU3HU. WHTepHeT dUKCUpyeT BCe TBOW AENCTBUS MU

coxpaHseT nx. Ynanutb nx bynet KpaliHe 3aTpyAHUTENBHO;

Cobntonali cBOM BMpPTyasibHY0 4YeCTb CMOJIOAY;

5. WrHopupy# eavHu4HbIn Heratue. OpHoOpas3oBble oOCKOpbuTenbHble COOOWEHUS nyylle MWrHOpupoBaThb.
O6bI4HO arpeccusa NpekpalwaeTcs Ha HavyanbHOW CTaauu;

6. baH arpeccopa. B nporpaMmmax o6MeHa MrHOBEHHbIMW COOOLWEHMSIMM, B COLUMANbHbIX CeTaX eCTb
BO3MOXHOCTb 6/10KMPOBKMN OTMpaBKK COOBLLEHMI C OnNpeaeneHHbIX aapecos;

7. Ecnu Tbl cBMaetens knbepbynnuHra. TBou AEACTBUSA: BbICTYNMUTb MPOTUB MpecnefoBaTens, nokasatb emy,
YTO ero AenCTBMA OLEHMBAKOTCSH HEeraTMBHO, MOAAepXaTb >XepTBY, KOTOPOM HyXHa mMcuMxonornyeckas
nomoLlb, coo6LWNTb B3POC/bIM O paKkTe arpecCMBHOro NoBeAeHns B CETU.

AN

Mo6unbHbIK TenedoH

CoBpeMeHHble cMapTdhOHbl M MnaHWweTbl coaepXaT B cebe BNonHe B3pOC/bii (yHKUWMOHaN, U Tenepb OHU MOryT
KOHKYpMpoBaTb CO CTauMOHapHbIMM KOMMbloTepaMn. OAHAKO, CPeACTB 3alMTbl AN NOA06HbIX YCTPOMCTB MokKa
OYeHb Mano. TeCcTMpoBaHME U NMOUCK YS3BMMOCTEN B HUX MPOUCXOAUT HE TakK MHTEHCMBHO, Kak ansa MK, To xe camoe
KacaeTcsi 1 MObUNbHbIX NpunoxeHuii. CoBpeMeHHble MObunbHble 6pay3epbl yxe NpakTUYEeCKU AOrHaAn HacCTo/bHble
aHanorun, ogHako pacwupeHue dyHKUMOHana BreyeT 3a coboi 60MbLUYI0O COXHOCTb U MEHbLUYI0 3alUMLWEHHOCTb.
[Janeko He BCe MNpPOM3BOAWUTENM BbINYCKAOT OOHOBEHUS, 3aKpblBaloWMe KpUTMYECKME YSA3BUMOCTU AN CBOUX
YCTPOWCTB.

OcHoOBHble coBeTbl A1 6e30nacHOCTU MobunbHOro TenedoHa:

1. Hwuyero He sBnsieTca no-HacTosiweMy 6ecnnaTHbIM. Byab ocTopoxeH, Beab koraa Tebe npepnaratoT
6ecnnaTHbIN KOHTEHT, B HEM MOIYT ObITb CKPbITbl KakMe-To niaTHble YCAYIru;

2. [Oymaii, npexae 4yem otnpaBuTb SMS, ¢doTo mnm Buaeo. Tbl TOYHO 3Haelwb, rAe OHM ByAyT B KOHEYHOM

utore?

Heobxoanmo o6HOBNSATL ONEpauUnOHHYI0 CUCTEMY TBOEro cMapTdoHa;

Mcnonb3yih aHTUBUPYCHblE MpOrpaMMbl ANsi MOBUNbHbIX TenedoHOB;

He 3arpyxali NpunoXeHus OT HEU3BECTHOro WCTOYHMKA, BeAb OHW MOryT coAepXaTb BpeAOHOCHOoe

nporpamMmHoe obecneveHue;

6. TMocne Toro Kak Tbl BblAELWb C caiiTa, rae BBOAWMA JIMYHYIO MHMOPMaLMIO, 3aiaM B HAacTponku bpaysepa u
yaanm cookies;

AW

7. [Mepvoaunyecku NpoBepsii Kakue niaTHble YCNyrn akTMUBUPOBaHbl Ha TBOEM HOMepe;
8. [aBali cBOM HOMep MOBUNbHOro TenedoHa TObKO NASM, KOTOPbIX Thbl 3HaelWb U KOMY AOBEPSELb;
9. Bluetooth nonxeH 6bITb BbIK/IIOYEH, KOrAa Tbl UM He Nonb3yellbcs. He 3abbiBali MHOrAa NpPoBEPSTb 3TO.
Online urpbl
CoBpeMeHHbIE OHIakH-Urpbl — 3TO KPaco4Hble, 3axBaTbiBalOWMe pasBieyYeHus, 06beauHSIoWME COTHU ThbiCsSY

yenoBek Mo BCEMY MUPY. Urpoku muccneaytoT AaHHbIA MM MUp, OBLLAIOTCS APYr C APYroM, BbIMOMHAKT 3a4aHus,
CpaXxatoTcsi C MOHCTPaMM M NoyyatoT ONbIT. 3a YAOBOSLCTBME OHWU MAATST: MOKYNatT AUCK, OnjaymBaloT aboHEMEHT
WM NpuobpeTalT KakmMe-To onuuu. Bce 3TM cpeacTBa MAyT Ha NoAAepXXaHWE W pasBUTME UIpbl, @ TakXe Ha camy
6€30MacHOCTb: COBEPLUEHCTBYHOTCS CUCTEMbI aBTOPWU3aLMK, BbIMyCKalOTCS HOBble naTtuu (UMdpoBble 3annatku ans
nporpamMM), 3aKpblBalOTCA YSA3BMMOCTM CepBepoB. B MogobHbIX Mrpax CTOWT onacaTbCs HE CTOJIbKO CBOMX
COMEPHUKOB, CKOJIbKO KPa)Xu TBOEro naposisi, Ha KOTOPOM OCHOBaHa CMCTEMa aBTOpM3aunmn 60MbLLIMHCTBA UTp.

OCHOBHble coBeTbl N0 6e30MacHOCTN TBOEro UrpoBOro akkKayHTta:

1. Ecnun apyrov wrpok BegeT cebsa nnoxo wnwm co3paeT Tebe HenpuUATHOCTWU, 3abloKUpyin ero B Ciucke
WUrpPOKOB;

2. [Moxanyncsa agMMHUCTpAToOpaM Urpbl HA MJOX0e MOBEAEHME 3TOro UrpoKa, XXenaTenbHO MPUNOXUTb Kakue-
TO AOKasaTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan NIMYHYO0 nHMOpMaumio B npodaiine urpbl;

4. YBaxal ApYyrnx y4aCTHMKOB MO urpe;

5. He yctaHaBnuBan HeoduumnanbHble NaTym U MOAbI;

6. Wcnonb3yi CNoXHble N pasHblie Naponu;

7. [Jaxe BO BpeMs Wrpbl He CTOUT OTK/K4YaTb aHTMBUPYC. loka Tbl urpaewb, TBOW KOMMbOTEP MOryT

3apasuTh.
OULLIMHI NN KpaXKa JINYHbIX AaHHbIX

O6bIYHOM Kpaxel AeHer U AOKYMEHTOB CEerofHsi y>Xe€ HUKOro He yAWBMULb, HO C Pa3BUTUEM WHTEPHET-TEXHOJIOrMM
3/10YMBbILWIEHHUKN MNEpPEeMECTUINCL B MHTEPHET, M MPOAO0DKAIOT 3aHMMaTbCs «6UMbIM» AenoM. Tak nosiBMnachb
HOBas yrposa: WHTEpHET-MOWeHHNYecTBa WM GUWKHE, [NaBHas LUeflb KOTOPOro COCTOUT B MONyYeHUU



KOHMUAEHUMANbHbIX AAHHbIX NOMb30BaTeNnen — N0rMHOB M naponen. Ha aHrnuinckom s3sbike phishing untaetcs kak
uwmnHr (ot fishing — pbibHasa noens, password — naponb).

OcHOBHble coBeTbl Mo 6opbbe ¢ PULINHIOM:

1. Cneaw 3a cBOMM akkayHTOM. Ecnu Tbl nopo3peBaellb, YTO TBOS aHKeTa 6bina B3noMaHa, To Heobxoammo
3abn1oknpoBaTh ee 1 coobWwnTb agMUHUCTPaToOpaM pecypca 06 3TOM Kak MOXHO CKOpee;

2. Wcnonb3yn 6e3onacHble Be6-canTbl, B TOM YMC/E, MHTEPHET-MarasmHOB U MOUCKOBbIX CUCTEM;

3. Wcnonb3yin cnoxHble M pa3Hble naponu. Takum obpasom, ecnn Tebs B3/710MalOT, TO 3M10YMbILUIEHHUKN
nony4aTt AOCTYN TONbKO K OAHOMY TBOEMY Mpoduio B CETU, @ He KO BCEM;

4. Ecnu 1ebs B3noManu, To Heo6XoANMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble fobaBneHbl y Tebs B

APY3bsiX, O TOM, 4YTO Tebs B3/7OMann 1, BO3MOXHO, OT TBOEro nMeHun ByaeT paccbinaTbCsa CNaM M CCbISIKM Ha

GuLWMHroBbIE CalTbl;

YcTtaHoBM HagexHbln naponb (PIN) Ha MO6UNbHbLIN TenedoH;

OTkNtoun coxpaHeHue napons B 6paysepe;

He oTKkpbiBail arinbl U Apyrve BMOXEHWUS B MUCbMax Aaxe eCnn OHW MpUWAM OT TBOUX Apy3en. Jlyuwe

YTOYHW Yy HUX, OTNPABNSAAN N OHU Tebe 3Tn dannbl.

Nowm

UndpoBas penyrauus

Unpposass penytayusi — 3TO HeraTMBHas WM NO3uMTMBHas uHdopmauusa B cetn o Tebe. KomnpomeTupyrowas
WHpOopMaLms pasMelleHHass B WMHTEPHeTe MOXeT Cepbe3HbiM 06pa3oM OTpasuTbCA Ha TBOEW peanbHOW >XWU3HMU.
«Lndposas penyTtaumsa» — 3T0 TBOM MMUAX, KOTOpbIN dopMupyeTcs n3 nHdopmaumm o Tebe B UHTepHeTe. TBoe
MeCTO XuTenbcTBa, yyebbl, TBOEe hMHaAHCOBOE MOSIOXKeHWE, 0COBEHHOCTM XapaKTepa M pacckasbl 0 6AM3KMX — BCe
3TO HakanauMBaeTCcs B CeTU. MHOrMe MOAPOCTKM NIEFKOMBIC/IEHHO OTHOCATCA K Nybnvkauum nM4HOn uHdopmauum B
WNHTepHeTe, He MOHWMMasi BO3MOXHbIX MOCNeACTBUW. Tbl Aaxe He CMOoXelb A0ragaatbCs O ToM, 4To doTorpadwus,
pa3sMelleHHas 5 neT Hasaa, cTana NpUYMHONM OTKasa NMpuHATL Tebsa Ha paboTy. KoMMeHTapuu, pasmelleHue TBOUX
doTorpaduin n apyrve AenNcTBUS MOTyT HE MCYE3HYTb Aaxe Mocsie Toro, Kak Tbl UX yAanuuwb. Tbl He 3Haelwb, KTO
coxpaHun 3Ty uHdbOpMauuio, nonana M OHa B MOWCKOBbIE CUCTEMbl W COXpaHWiacb NN OHa, a rfaBHOE: 4TO
nogymatT o Tebe okpyxawliee nOAW, KOTOpble HaWAyT UM yBUAAT 3To. HalTm uHdopmauuio MHOro net cnycrs
cMoxeT ntobor — Kak 13 Aobpbix NOBYyXAEHUN, TaK U C HAMePEeHUEM NMPUYUHUTL Bpea. DTO MOXET 6biTb KTO YrogHO.

OCHOBHble COBETbI MO 3almTe LMbPOBOM penyTaunm:

1. Moaymai, npexae 4yeM yTo-TO Ny6nnKoBaTb U NepeaaBaTb Y cebsa B 610re nam B counanbHoOm ceTu;

2. B HacTpolikax npodunsa yCTaHOBW OrpaHUYeHUs Ha NPOCMOTP TBOEro npodunas n ero CoAepX1MMoro, caenam
€ro TO/IbKO «ANs Apy3en»;

3. He pasmewai n He ykasbiBali MHDOpPMaLUIO, KOTopast MOXET KOro-nmbo ockopbasiTe Man obuxaTb.

ABTOpCKOE NpaBo

CoBpeMeHHble WKOMbHUKM- aKTUBHbIE MoSib30BaTenn UMdpoBoro npoctpaHcTea. OgHaKo JaneKko He BCE 3HatoT, YTo
nosib30BaHMe MHOMMMW BO3MOXHOCTAMW LMDPOBOro Mupa TpebyeT cobMl0AeHUS MpaB Ha WHTEEeKTyaslbHY
CO6CTBEHHOCTb. TEPMUH «MHTEMIeKTyaslbHasi COBCTBEHHOCTb» OTHOCUTCS K Pas/iIMyHbIM TBOPEHMAM YEe0BEYECKOro
yMa, HauumHasi C HOBbIX M3006peTeHuii M 3HakoB, 0603Ha4vawWMX COBCTBEHHOCTb Ha MNPOAYKTbl W yCnyrm , wu
3aKkaH4ymBas KHUramm, doTorpacdusimu, KUHOUNbMaMK " MY3blKabHbIMU Npou3BeAEeHUSIMU.
ABTOpPCKME MpaBa — 3TO MpaBa Ha WHTENNEKTyaNlbHYl0O CO6CTBEHHOCTb Ha MPOM3BEAEHMS HayKW, NUTepaTypbl U
NCKycCTBa. ABTOPCKME MpaBa BbICTYMNalOT B KayecTBE rapaHTUM TOro, UYTO MHTENJIEKTYasbHbI/TBOPUYECKUIA TpyA
aBTopa He 6yaeT HamnpacHbIM, JacT eMy CrpaBeAsiMBble BO3MOXHOCTM 3apaboTaTb Ha pe3ysibTaTaxX CBOEro Tpyaa,
nosflyunTb WM3BECTHOCTb W TMpu3HaHMe. HukTo 6e3 paspelleHns aBTopa He MOXET BOCMPOM3BOAUTL €ro
npousBeAeHNe, pacnpocTpaHaTb, Ny6JANYHO AEMOHCTPUPOBATb, NpoAaBaTb, MMMNOPTMPOBATb, MyCKaTb B MpoKar,
ny6/IMYHO MCMOMHATL, NMOKa3biBaTb/UCNOJHATL B 3dupe unn pasMewaTb B MHTepHeTe.

Mcnonb3oBaHMe «NMMPaTCKOro» MporpaMMHOro ob6ecrneyvyeHnst MoXeT NMPUBECTU K MHOMMM pUCKaM: OT MOTEPU AaHHbIX
K TBOMM akkayHTaM Ao 6/10KMpOBKM TBOEro YCTPOMCTBA, rAe YCTaHOBJIEHHbIN He fleranbHas nporpamMma. He crtouT
TakXe 3abblBaTb, YTO CYLUECTBYET JlerasbHble U 6ecniaTHble NPOorpaMMbl, KOTOPbIE MOXHO HaWTK B CETU.

O noprane

CeTeBMYOK.p¢p — TBOW NaBHbIN COBETUYMK B CETU. 34€Cb Tbl MOXELWb Yy3HaTb 0 6€30MacHOCTU B CETU MOHATHbIM U
AOCTYMHbLIM S13bIKOM, @ MPU BO3HUKHOBEHWM KPUTMYECKOW CUTyaumu obpaTUTbCs 3a COBETOM. A TakXe MpUHATb
yyacTue B KOHKypcax U CTaTb CaMbIiM LUMMPOBbIM rpakaaHUHOM!



